Lenovo Security Services

Build total
cyber resiliency
from pocket

to cloud.

Strengthen cybersecurity across every
layer of your business with a comprehensive,
Al-enhanced, one-stop solution.

Now that’s smarter.



Addressing
the new threat
landscape.

From Al-driven attacks to expertise
shortages, businesses face more
security challenges than ever.

Attackers are weaponizing Al and many
organizations are struggling to keep up.
The stakes are sky-high: without effective
protection against ransomware, insider
threats and supply-chain breaches,
businesses risk operational, financial

and reputational damage.

As Al adoption accelerates, so do new
threats. With Al models handling sensitive
data and automating more decisions,
unexpected data leakage and governance
risks continue to emerge.

For this reason, businesses need skilled
security talent like never before. But a global
shortage is leaving IT and Security Teams
stretched and burnt-out.

Al-driven attacks are rising.

90% of IT leaders are not “very
confident” they can address the
risk of cyber criminals using Al

Al adoption is challenging.

70% of IT leaders agree the misuse of Al
by employees is a critical risk, while just
48% feel fully confident in addressing
the risks emerging from Al adoption.?

Skills gaps remain.

83% of executives cite skill gaps as a
barrier to sustaining a secure posture.®
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Total resiliency,
whatever the threat.

With Lenovo Security Services, you can
Mmaximize your organization’s cyber resiliency
with confidence while protecting your
sensitive data.

End-to-end capabilities, offered in one service
model, means you have a consolidated
security stack that strengthens defenses with
Al-enhanced security capabilities that build
resiliency at scale.

@ Complete your defenses.

Plug skills gaps and protect every
layer of your business while reducing
fragmentation and improving
visibility of your entire IT stack.

Reinforce for the future.

Stay ahead of new threats with advanced
threat intelligence, Managed Detection
and Response (MDR) and a dedicated
Global Security Operation Center (SOC).

Operate with confidence.

Reduce risks and ensure continuity
at scale with trusted end-to-end
Managed Services for security.

Backed by Lenovo’s
market-leading partners.
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End-to-end
security with
one unified
framework.

Lenovo’s Al-enhanced security
services are underpinned by our
Cyber Resiliency Framework.

The comprehensive solution safeguards
your entire cybersecurity lifecycle.

It includes Advisory Services, where
Lenovo assesses your current cybersecurity
posture to identify your requirements,
plus Implementation & Configuration

and Managed Services. Together, the
services are designed to make defenses
adaptive, robust and able to scale to
changing needs.

The Implementation & Configuration
and Managed Services cover:

¢ Access & Trust Management
* Digital Data Protection & Resiliency
e Visibility & Risk Management

¢ Managed Extended Detection
& Response (MxDR)

e Security for Al*

*Available soon
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Total cybersecurity.

¢ Augment your teams’ capabilities
and accelerate threat responses
with Al-enhanced, 24/7 global security
monitoring provided by a dedicated Global
SOC staffed with certified security experts.

¢ Strengthen your device security
starting from below the OS with firmware
protections, supply chain assurance and
device-level safeguards—extending trust
from hardware to the cloud.

¢ Optimize your security investments
with Lenovo’s Al-enhanced security offering
that improves efficiency and optimizes your
security spend.

Total preparation.

* Stay ahead of Al attacks
with advanced Managed Detection
and Response (MDR) capabilities,
reinforced by Al and layered defenses.

¢ Harness Al securely
with our expert guidance to help build
guardrails that protect sensitive information,
uphold compliance and reduce risks.

¢ Future-proof security spending
by locking in software license prices for
your devices at an optimized cost, helping
ensure predictable spend.

Total trust.

¢ Get tailored consultative guidance
from dedicated security experts who
design strategies matched to your
exact environment.

¢ Reduce vendor sprawl
with end-to-end security capabilities from
one trusted provider and industry-leading
partners—all in one contract.

¢ Maintain reliable global operations
with Lenovo’s consistent coverage across
180+ markets, aligned to global best practices.



Backed by trusted partners.

We partner with best-in-class specialists to deliver best-in-class security.

Lenovo’s ecosystem of world-leading technology partners ensures that all your hardware,
software and managed platform services are protected under one trusted, cost-efficient
service model.

Lenovo | B Microsoft Lenovo | /ABSOLUTE

¢ Lenovo works with your Microsoft * Embeds resiliency directly into the
Security stack, providing an additional layer firmware of a device rather than in the
of management, expertise and intelligence. OS—enabling continuous visibility and

] policy enforcement across all devices.
* Leverages combined telemetry data to

strengthen visibility, improve attack detection » Ensures consistent protection by providing
accuracy and boost response times. expert Global SOC support and filtering
noise, reducing strain on overstretched
IT Teams.
Benefit from: Benefit from:
Real-time Faster Seamless Remote Firmware- Expert
monitoring Al-driven integration remediation embedded monitoring
responses protection

Lenovo |  SentinelOne Lenovo | (Veeam
¢ Industry-leading MDR capabilities  Managed backup and recovery service
monitor systems 24/7, identifying threats delivered through Lenovo TruScale
in real time and responding before damage and Veeam.
is done. ) ] ]
* Provides data protection services across
¢ Get enterprise-grade security without hardware, software and managed
the cost or complexity of building platform environments for on-premises
your own SOC. or co-located deployment.
Benefit from: Benefit from:
End-to-end Minimized Financial Faster data Less IT Total data
coverage alerts safeguarding recovery complexity sovereignty
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Time for total
cyber resiliency from
pocket to cloud.

Embed unmatched speed, expertise, scale and strength
in your cybersecurity today.

Proactively defend against evolving threats.

Safeguard your organization Over 80% 85* predictive accuracy
W'Th AI—enEan;eT! secu;lty , of low-level incidents for common endpoint and
SO ut|or?s t atd e 'V_Zr Beelpive resolved without IT failures with Lenovo
protectionand rapiaitiecovety analyst intervention.* ThinkShield Zero Trust.®

across complex environments.

Streamline your protection.

Lenovo augments in-house With Lenovo’s Global SOC, you’re

Security Teams and reduces protected by:

alert escalations, freeing

up your IT Teams to focus 24x7x365 232\ Certified experts

on strategic priorities. monitoring across the globe.
and response.

Build resiliency at scale.

By safeguarding every layer of Multi-layered 180+ markets

the enterprise from pocket tq protection covered, with regulation-

cloud, Lenovo enables compliance, hard e

operational continuity and total ?cross ar VC\{/are, d to GDPR. HIPAA

trust across the digital ecosystem. Irmware ar.w mappea to ’ ’
software with ISO 27001, EU Al Act,
Lenovo ThinkShield. NIST Al RMF, and NIST

CSF standards.®
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Ready for
total cyber
resiliency?

Build speed, expertise, scale and
strength in your cybersecurity

today—so you thrive in a workplace
without limits.

Contact your Lenovo sales
representation to get started.

The vision is yours.
Get there with Lenovo DWS.
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