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SUPPORT FOR MICROSOFT 365° GOVERNMENT
COMMUNITY CLOUD (GCC) HIGH

Leverage Your Existing Cloud Investment to Help Take Control of and Collaborate

on Documents

Government agencies require a highly secure cloud environment to store and print
documents for better collaboration and digitization. This can be accomplished by
utilizing a FedRAMP-authorized Government Community Cloud (GCC) High environment.

How Canon Meets Microsoft 365 Needs

imageRUNNER ADVANCE DX, imageFORCE, and
imagePRESS Lite devices support the optional Authorized
Send (ASEND) application. ASEND is an embedded,
serverless MEAP application developed by Canon U.S.A.
to help in the securing of the transmission of digital
information from compatible Canon devices. ASEND can
be configured to provide users one-touch access to their
most frequently used scan workflows.

Scan to Microsoft 365 GCC High

One of the workflows ASEND offers is the ability for
government users to process and route scan workflows
to a single or multiple Microsoft 365 destinations,

such as SharePoint, OneDrive, or Exchange, in a GCC
High environment.

Print from Microsoft 365 GCC High

If an authorized user needs to print from their Microsoft
365 GCC High folder, ASEND allows them to access the
document and print on the compatible Canon device.
Supported file types include JPEG, TIFF, PDF, XPS, DOC,
DOCX, PPT, PPTX, RTF, XLS, and XLSX.



Help Protect Communications — Authentication

CAC/PIV: When ASEND CAC/PIV is installed on the device, ~ [Canon [N
users can utilize 2-factor authentication (government I s &
issued cards and PIN) to authenticate and gain access to —_— 7
the scan and document distribution features. The CAC/PIV E:) = ‘ = &' =
function is FIPS 140-2 certified. :
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RSA SecurlID: For those users authenticating with RSA _ _
SecurlD, when prompted they will enter their RSA SecurlD E> = ‘ =
username and passcode or username and passcode along
with their Active Directory password. SHAREFOINT ONUNE PRT ONEDRIVE FRAT

" Administrators will need to configure their RSA SecurlD Authentication Server to work with certain features of Authorized Send; customers should
consult their Authorized Send Guide.
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