3 REASONS TO CHOOSE
A FEDRAMP-AUTHORIZED
PRINT MANAGEMENT SERVICE GRS

FEDRAMP AUTHORIZATION IS
REQUIRED FOR CLOUD ADOPTION

+ Government agencies looking to move to the cloud need to choose a service that has been tested and verified via a risk
and authorization management program such as FedRAMP.

+ FedRAMP follows NIST SP 800-53 controls, and authorized providers must undergo continual monitoring and auditing
for compliance.

+ FedRAMP-authorized services can be found on the FedRAMP Marketplace.

FEDRAMP CAN ASSIST WITH
IT ADMINISTRATIVE TASKS

+ Support reduction in managing physical hardware/server infrastructure, software licenses, upgrades, security scanning,
and associated labor. Agencies will simply manage an internet connection to obtain secure print, scanning, and/or fleet
management capabilities.

+ Help lower the cost of product selection by reducing the amount of security validation a customer must perform.
FedRAMP-authorized systems are already validated against a known set of standards that can be verified.

+ Help save time and effort for security evaluation. Since FedRAMP is a known standard applied across state
governments, using a FedRAMP-authorized service can help to reduce separate security evaluation requirements
for each agency.

PRINT MANAGEMENT CAN SUPPORT

AN AGENCY'’S MANAGED PRINT SERVICE
(MPS) STRATEGY

* Flexible Authentication — such as support for Proximity Card and PIN.
+ Secure Print Feature - a local client keeps print jobs on the agency’s local network.

* Print From Anywhere Functionality — jobs can be printed from PCs or email-based printing and “follow” users
to any printer.

» Document Scanning - allows users to scan documents to themselves and to FedRAMP-authorized cloud
storage services.

 Zero Trust Strategy — increasing security to close the print security gap and reduce internal threats.

For more information, call 800-815-4000.

Canon U.S.A's Five Pillars of Security presents a
portfolio of cybersecurity products and services in a
comprehensive way that groups solutions in functional
areas. Print Security is a key component of our Five

THE 5 PILLARS Pillar approach.
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