THREE THINGS LAW FIRMS NEED TO KNOW ABOUT THE
NIST CYBERSECURITY FRAMEWORK

WHAT IT IS
GOVERN The National Institute of Standards and Technology Cybersecurity Framework (NIST CSF)
is an optional best practices methodology that can help support cybersecurity and risk
NIST
» Cybersecuriy management for law firms and other businesses. The newly introduced Version 2.0 of the
m Framewor|
‘% NIST CSF, released in February of 2024, provides guidelines for managing and improving
% ~— cybersecurity risk around six focus areas: Govern, Identify, Protect, Detect, Respond,
w and Recover.
WHY IT MATTERS
The NIST CSF Version 2.0 can be used by law firms of any size to O/ of surveyed
help identify, evaluate, prioritize, and plan for cybersecurity risks. (o) organizations
It expands the framework’s use from just critical infrastructure to id ifv th
businesses in every sector—with an emphasis on governance. Identl y the
This addition highlights the importance of prioritizing cybersecurity. NIST CSF as the most valuable
Law firm leaders can reference the NIST Cybersecurity Framework framework for gu idmg
2.0: Resource and Overview Guide’. . .
security practices?.

HOW IT HELPS

To support law firms that seek to implement the NIST CSF methodology, Canon has developed a Cybersecurity White Paper that
identifies how certain features integrated within Canon imageRUNNER ADVANCE DX and imagePRESS Lite devices support NIST
CSF best practices to identify, protect, detect, respond, and recover from cybersecurity risk related to multifunction printers.

To learn more about how Canon technology can support your law firm's security initiatives, contact your Canon
U.S.A. representative for a copy of our Cybersecurity White Paper: Guidance for Canon Printer/Multifunction Device
Functionality in Support of NIST SP 800-171 and NIST SP 800-172.
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its own qualified counsel determine the advisability of a particular solution as it relates to regulatory and statutory compliance. Canon imageRUNNER and imagePRESS products offer certain security features, yet many variables
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