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1. Introduction

This document will demonstrate how to set up ADFS on the customer side as well as configure their
users for ADFS both manually and automatically.

Note: Each subtitle under the chapters of this document are steps in the ADFS configuration process
and should be followed in sequential order.
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2. Setting up ADFS on the Customer’s Side

You will learn:

1. How to set up ADFS on the customer’s side.

2. How to set up permitted users manually.

3. How to extract permitted users automatically from the customer’s active directory.

2.1 Installing a suitable ADFS

ADFS will first need to be installed and configured on the customer’s server; once this has been
establish, a certificate should be obtained. For instructions on installing the most suitable ADFS, please
find the relevant details on the following Microsoft link: https://docs.microsoft.com/en-us/windows-
server/identity/active-directory-federation-services



https://docs.microsoft.com/en-us/windows-server/identity/active-directory-federation-services
https://docs.microsoft.com/en-us/windows-server/identity/active-directory-federation-services
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2.2 Adding a Relying Party Trust

Open the ‘Server Manager’ program, and on the ribbon menu, select Tools > AD FS Management -
this will open the AD FS dialog.

Manage Tools View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

AD FS Management
ADSI Edit

Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Secunty Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windews PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup
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Once the AD FS dialog has opened, select ‘Relying Party Trusts’ (in the left-hand file column) in

order to allow this to work with Therefore™. In the right-hand ‘Actions’ column, select ‘Add Relying
Party Trust’.

8 AD FS

= a
QE File Action View indow Help - @K
o nm Bm
T e
ke Serace
: Dusclary Hame Erabled Relying Party Trusts. -
| Attribute Stores Tree  ldeniifier
| Authentication Methods Add Relying Party Trust...
| Certificates View ¥
_| Cleam Descriptions
Mew Window from Here
| Dewee Regutrabion
1 Endpeints 5 Refresh
_S(eﬂl)cs(np.t-cns Help
| ‘Web Application Proxy
| Access Control Policies
| Relying Party Trusts

1 Claims Prosider Trusts
1| Applieation Greups

Add 2 mew relying parky trust to the configuration database
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2.3 Add Relying Party Trust Wizard

In the '‘Add Relying Party Trust Wizard’, select ‘Claims Aware’ and then ‘Start’.

G Add Relying Party Trust Wizard »
Welcome
Steps Welcome to the Add Relying Party Trust Wizard
@ Welcome
Claims-aware applications consume claims in security tokens io make authenticabion and
— s S i B e e o b ke oo s e
ntegrated Authenbcation in the internal network and can is rough el ication
@ m“’ Access Control Froogy for extranet access. Learn more
@ Readyto Add Trust (@) Claims aware
@ Finish

(") Nom claims awane

2.4 Selecting Data Source

In the next set of options, select ‘Import data about the relying party published online or on a

network’, and enter the required URL (based on the user’s region). Click ‘Next’ once this step has
been completed.
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i Add Relying Party Trust Wizard *
Select Data Source

Steps
@ Welcome
@ Select Data Source

Select an option that this wizard will use to obtain data about this relying party:

(®) Import data about the relying party published online or on a local network
Uise this option to mport the necessary data and cenificates from a relying party organization that publishes

@ Specdy Display Mame its federation metadata online or on a local netwark:.
amuﬁmmﬂmd Federation metadata address fhost name or URL):

|}‘tlps:ﬁcregiunalad’=>lthaﬁmﬁ1e.mﬂ |
R to Add Trust

® Ready v Bxample: fs .contoso com or hitps://www contoso com./app

@ Finish

) Import data about the relying party from a file
Lisa this option to import the necessary data and cedificates from a relying pady organization that has

eported its federation metadata to a file. Ensune that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

(O Enter data about the relying party manualy
Use this option to manually input the necessary data about this relying party onganization.

cPrevious [ Nea> || Cancel

Note: The Regional ADFS information URL that is entered in the ‘Federation metadata address’ field
needs to be requested from Therefore Support. Please open a support request (include the Customer
ID and tenant name for the customer that you are setting up ADFS for). In the request just write that
you need the Regional ADFS information URL for setting up ADFS for Customer XYZ. You must have this
URL before you can continue with the next step.

il

10
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2.5 Specifying Display Name

Enter the display name for the ‘Relying Party Trust’ in the ‘Display name’ field.

i Add Relying Party Trust Wizard X
Specify Display Name
Steps Enter the display name and any optional notes for this relying party.
@ Welcome Display name:
@ Select Data Source |T|1uﬂm0rﬁw|
@ Specty Display Name Notes:
@ Choose Access Control
Palicy
@ Readyto Add Trust
@ Finish

| <previos | [ Net> ||

11
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2.6 Choosing Access Control Policies

It is then possible to select the access control policies, from the available list (e.g. Permit everyone,
Permit everyone and require MFA, etc.) and click *‘Next’ when completed.

i Add Relying Party Trust Wizard *

Choose Access Control Policy

Steps Choose an access control policy:
@ Welcome
MHame Description i
B Sact Duta Soimce Pemil everyone Grant access to everyone
@ Specify Display Name Pemmit everyone and require MFA, Grant access to everyone and reguir
@ Choose Access Control Pemmit everyone and require MFA for specific group Grant access to everyone and requir
Pemmit everyone and require MFA from extranet access Grant access to the infranet users ar
@ Readyto Add Trust Pemil everyone and require MFA from unauthenticated devices Grant access to evenyone and reguir
Pemit averyone and require MFA, allow automatic device registr..  Grant acosss to everypons and raquir
@ Finish Pemnit everyone forinfranet access Grant access to the infranet usens.
Parmi# emarfin e (et arraee Ba seare of Ama ar meee
L4 3
Policy
Femit evenone

[] | do mot want to sorfigure access control policies at this time. No user wil be pammitted access for this
application.

Sl e

The customer should select the best-fit policy for their respective system. A list of available access
control policies can be found in the following link:
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/access-control-policies-in-ad-fs

12
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2.7 Finalizing the Addition of the Relying Party Trust

Before finalizing the addition of the relying party trust, the dialog will display several tabs that will
indicate the view of the user’s configuration. Click *Next’ to proceed to the final dialog.

i Add Relying Party Trust Wizard X

Ready to Add Trust

Stepe The relying party trust has been configured. Review the following settings, and then click Next to add the

@ Welcome relying party trust to the AD FS configuration database.

@ Select Data Source \dentifiers Encryption Signature Accepted Claims Organization Endpoints Notes Advanci * | *

® Spectly Display Meme Speciy the display name and identfiers for this relying party trust.

@ Choose Access Control , i

Policy Display name:

@ Ready to Add Trust [Therefore Oniine

@ Finish Relying party identifiers:
http://; thereforeonline com/adfs./services Arust
https.// thereforeonline .com./adfs/services/trust /2005/issuedtokenmixedasymmetricbasic 22
hitps:// thereforeonline com/adfs/servicesArust/2005/issuedtokenmixedsymmetricbasic 256
https:// thereforeonline com./adfs/zervices Arust /1 3/issuedtokenmixedasymmetrichasic 256
https.//i thereforeonline com./adfs/services/trust./13/issuedtokenmixedsymmetricbasic 256
https.// thereforeonline .com/adfs/1s/
< >

| <roveus | [Het> ]| Cance

13
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2.8 Configuring Claims Insurance Policy

When the relying party trust has successfully been added, keep the check box, ‘Configure claims
insurance policy for the application’ ticked. Click *Close’ once completed.

i Add Relying Party Trust Wizard »
Finish
Steps Thie relying party trust was successfully added.
@ Welcome

! o - .
= Select Data 5 4 Configure claims issuance policy for this application

@ Speciy Display Name

@ Choose Access Control
Policy

@ Readyto Add Trust

@ Finish

14
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2.9 Editing Claim Insurance Policy

Once completed, return to the AD FS dialogue and under the ‘Relying Party Trusts’ folder, right-click
on the display name of the new trust and select ‘Edit Claim Insurance Policy’.

Qo aDFs - o X
w File Action View Window Help - B X
+=|nm B
EEx T
v Relying Party Trusts -
| Attribute Stores Displyy Name = Enabled Tipe Idertfier
| futhentication Methods B - B Add Rebying Pasty Trust...
1 Certificates Hn_dmfmmFedmwn Metadlata... e ,
| Claim Descrptions Eid Acoees Costid Pobora Mew Window from Here
| Device Regstration I Edit Clawn lssuance Palcy—
1 Endpoinits Digable = Refresh
| Scope Descriptions . 1 Hd
Properties Ep
| Web Applicastion Prowy L l
LAscess Contral Poliiss Delete herefore Online -
Rebyng Party Teusts Help Update frem Fedenation Metadata...
1 Clhaimes Frovnder Trusts
| Application Groups

Edat Access Contrel Pelicy..,
Edet Cliam lssuance Pelicy...
Disable
Properties

K Delete

EH Hep

€
Edit claim issuance policy for the selected relying party trust

15
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Thefef...l'e Setting up ADFS on the Customer’s Side

2.10 Adding a Rule

In the new dialog, click *‘Add Rule’.

Edit Claim Issuance Policy for Therefore Online X
lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name Issued Claims

addRue.. | PESRUe""| [Hemove Rlie..

16
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2.11 Choosing a Rule Type
2.11.1 Pass Through of Filter an Incoming Claim

As part of the first step in adding a rule, select the ‘Claim rule template’ as ‘Pass Through or Filer
an Incoming Claim’ from the options available in the drop-down list.

§i Add Transform Claim Rule Wizard X

Select Rule Template

Stepe Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:

Pass Through or Fiter an Incoming Claim W
Send LDAP Attibutes as Claims

SendGmMmMﬂ'npasaﬂum

Transform an Incoming Claim

Pass Throu e C

Send Claims Using a Custom Rule be sent as

| muffiple claims from a single rule using this e fype. For example, you can Use ths rule template to create
a rule that will exdract atirbute values for authenticated users from the displayName and telephoneMumber
Active Directory attributes and then send those values as two diferent outgoing claims. This rule may also
be usad to send all of the user's group memberships. ¥ you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous Cancel

17
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2.11.1.1 Configuring a Claim Rule

Once the Claim Rule template has been set, add each of the following ‘Incoming claim types’ to
ADFS by repeating the process with the same template: *‘Windows Account Name’ and ‘UPN’.

For each configuration of the claim rule, ensure to name each Incoming claim rule uniquely and mark
the option of ‘Pass through all claim values’. It is imperative for each claim rule to be included in
order to allow for Single Sign-on and workflow functionality.

il Add Transfarm Claim Rule Wizard X

Configure Rule

Steps You can configure this nile to pass through or fiker an incoming claim. You can also corfigure this nule to fiter
@ Chooss Ruls T claims that are generated by previous rules. Specify the claim type and whether only some claim values or all
DNO0SE e 1ype l - v i I “ 1

@ Corfigure Claim Ruls Claim nde name:
|Pa=ﬁm¢|Wrmwsﬁnwu1Nm |

Rule template: Pass Through or Filter an Incoming Claim
Incoming claim type: |Wndaws account name| w |

(®) Pass through 3l claim values
() Pass through only a specic claim value

() Pass through only claim values that match a specific email suffoc value:

() Pass through only claim values that sta with a specific value:

T .

18
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2.11.2 Send LDAP Attributes as Claims

As part of the second step in adding a rule, select the ‘Claim rule template’ as ‘Send LDAP
Attributes as Claims’ from the options available in the drop-down list.

@ Add Transferm Claim Rule Wizard >

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Aftributes as Claims w

Send LOAP Attributes as Claims

Send Group Membership as a Claim

Transform an Incoming Claim

Pass Through or Fitter an Incoming Claim AP attribute

Send Claims Using a Custom Rule be sert as
mufiple claims from a single rule using this ale type . For example, you can use this mle template to create
a rule that will extract attibute values for authenticated users from the dizplayMame and telephoneMumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. F you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template .

< Previous Ment = Cancel
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2.11.2.1 Configuring a Claim Rule

Once the Claim Rule template has been set, add each of the following ‘LDAP attributes’ to the
mapping list: "E-Mail-Addresses", "Display-Name", "Token-Groups - Qualified by Domain
Name".

Ensure the Attribute store is set to Active Directory and the Outgoing Claim Type is set as seen
in the screenshot below.

Edit Rule - LDAP attributes *

You can configure this rule to send the values of LOAP attributes as claims. Select an attribute store from which
to estract LOAF attributes. Specify how the attibutes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:

[LDAP attribute

Rule template: Send LOAP Attributes as Claims

Attribute store:
Active Directony w

Mapping of LOAP attibutes to outgoing claim types:

;5$§1£?me (Select artype to Outgoing Claim Type (Select or type to add more)

(] E-Mail-Addresses || E-Mail Address -
Display-Mame ~ [ Mame w
Token<Groups - Qualfied by Doma... ~ ||Group e

& e o

View Rule Language... Cancel
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2.12 Setting all the Claim Rules

Once all the claim rules have been set, they will appear in the ‘Edit Claim Insurance Policy for
Therefore Online’; the order in which they appear does not matter.

Edit Claim lssuance Policy for Therefore Online Dev X

lzsuance Transform Rules

The fallowing transform rules specify the claims that will be sent to the relying party.

Order  Rule Name Issued Claims
1 Pass through Windows Account Name Windows account name
2 Pass through UPM P

LOAP attributes E-Mail Address,Mame.Gro. ..

Add Rule. .. Edit Rule... Bemowve Rule...

0K Cancel Apply

2.13 Setting up ADFS configuration on Therefore Server
side

Before you can continue with the configuration you need to request Therefore support (just open a ticket or
reply to the previous ticket) to set up the ADFS configuration on the Therefore Server side (this can only be
done by Therefore support, Canon technicians and customers do not have access to the Therefore server).

In the request mention that the customer side ADFS configuration is done and you are waiting for Therefore
support to finish the server side configuration. Please also include the following information in the request:
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Tenant name

Domain name that will be used for Single Sign-On

Federation Service name

Federation Service identifier

Federation metadata document (may not be needed, see important note below)

s wN e

Note: You cannot do the next configuration steps before Therefore support confirms the setup is done
on Therefore Server side and sends you the details for the ADFS connection.

§f File Action View Window Help
| z@E HiE

N -

v 5] Service .
= i Service
il Aiibie Stores Service Overview
*| Authentication Methods 4 q_Edii Federation Service Properties...
Federation Service Propert < X b Federation Service. These Revoke Al Prax

| Certificates

| Claim Descriptions R
View

7| Device Registration

] Endpoints

| Scope Descriptions

| Web Application Proxy
| Access Control Policies
| Relying Party Trusts

General Organization Events
Federation Service display name:

[Therefore Online ADFS

Example: Fabrikam Federation Service

leration Service name

o )

Mew Window from Here

@ Refresh

EH Help

7| Claims Provider Trusts
_| Application Groups

leration Service identifier:

[t/ D = s /s=rvices st

Web S50 lifetime minutes): 480 |

[ Enable delegation for service administration
Delegate name:

[] Allow Local System account for service administration

Allow Local Administrators group for service administration

OK Cancel Apply

22
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Note:

Itis highly recommended that the federation metadata document for the customer ADFS environment
is reachable via the internet. To check if this is the case you can use the following Federation Metadata
Explorer from Microsoft: https://adfshelp.microsoft.com/MetadataExplorer/GetFederationMetadata.
By making sure that the federation metadata document is available via the internet, we can monitor
changes that happen on the customer side (like certificate updates), and automatically change ADFS
settings accordingly on Therefore Server side.

If for some reason it is not possible to make the document available, then you have to export and email
the FederationMetadata.xml to Therefore support so we can import data about your claims providers
from this file into our ADFS server.

Furthermore, if this document is not reachable via the internet the customer will need to let us know of
any certificate changes in their environment and send us their new public key for the changed
certificates which we need to manually update on the Therefore Server side. For more information
about ADFS certificates please check the following link: https://docs.microsoft.com/en-us/windows-
server/identity/ad-fs/operations/configure-ts-td-certs-ad-fs. To avoid this situation, always try to
make the federation metadata document available for download via the internet.



https://adfshelp.microsoft.com/MetadataExplorer/GetFederationMetadata
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-ts-td-certs-ad-fs
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-ts-td-certs-ad-fs
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2.14 Connecting to Therefore™

Note: For details on how to add SAML users, please read the section, 'Configuring Users
for ADFS’ for automatic and manual configuration. User permissions will have to be set
(via the 'Security' option in the Therefore™ Solution Designer) before you can continue
to the next step in order to grant access to Therefore™ Online, as demonstrated in the
dialog below:

o )

Security @

Group and usernames:
E ANDREW, JACKSON (MOYAWARE)
£ HARRY.EYANS (MOYAWARE)

E stanley, hanson

[ add... ] [ Remove ]
Permissions For Administrakar (MOYAWAREY  Allow Deny
Ilser/Read ]
IlserMirite O]
Operakor |:|
Administrator H
Read permissions H
Set permissions |:|

Inherit permissions From the parent objeck

Advanced permissions

(0.4 ] [ Zancel

Once the rules have been set the users will be able to log in via ADFS. When connecting to
Therefore™ through an installed client application, the connection settings need to be configured. For
Authentication provider, select the option for “Active Directory Federation (ADFS)”, then click “"Update
from Server”. The settings will be populated automatically.



Server Connection

Local Metwork
[ ] Directly conmect to Therefore ™ Server inside your LAM (DCOM)

Server name:

Internet
Connect to Therefore™ XML Web Service

Service address: https:/f<tenantname =, thereforeonline.c

e.qd.: https: /fmachine TheXMLServer

Advanced...
Authentication provider: Active Directory Federation (ADFS)  »
I Update from Server I Settings...
Clear saved logon information to stop automatic login, Clear

Multi-Tenancy Settings

Tenant name: <tenantname =|

Ise this configuration as default for all users on this machine

Mote: This option is only available when running as administrator.

Concel

Therefore
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Note: If you are using a Therefore™ Online v22 or older client the button “Update from Server” will not
= be available. In this case click on Settings and populate the fields with the correct links (these are the
links provided by Therefore Support).

Active Directory Federation Settings

Local Server LIRL: | https://adfs. yourdomain. com |
Remaote Server URL: | URL provided by Therefore™ Support |
Local Audience URT: | URL provided by Therefore™ Suppaort |
Remote Audience URT: | URL provided by Therefore™ Suppaort |
OK Cancel

26
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3. Configuring Users for ADFS
You will learn:

1. How to manually create users with permissions in ADFS.
2. How to automatically add users with ADFS permission.

3.1 Manual Configuration

3.1.1 Selecting SAML User

Once ADFS has been configured, users can be manually included in the permission settings via the
Therefore™ Solution Designer.

Under the Design > User and Groups option, right-click on ‘User’ and select ‘New SAML User’ from
the drop-down list.

B heretore™ solution Designer

File Edit View Help

EEw@

© Therefore™

= liye Design
G '_"' Repository
w-[ o Keyword Dictionaries
#-| Referenced Tables
+ Eal Cross Category Search Ter
#{lu. Reporting

[E2] Full-Text Search
=7 Users and Groups
e
o Gr Hew User...

o8 Captu pew samL user..
o O Indexi
MO Unive Shoy
# Bl Template Profile-
5, Stamps

#-£7% Worldlow

=g Integrations
w0 Therefore™ Portal

I Name Domain Display Name  E-mail

New SAML User...

#-4¥ Replication/Synchronizatic
=17 Storage

#-C3 Devices

| dy Storage Policies

# [dy Retention Policies

NUM

27
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3.1.2 Entering Usernames

In the ‘SAML User Properties’ dialog, enter the Username(s) of the user(s) to match those in the
Active Directory. Each user may also be given Therefore™ access permissions in Therefore™ too.

v 2

SAML User Properties .
Usernarne: darmainuser
SAML Domain: MOY AWARE. COM - ]
Display MName: Darmain User
E-miail: domainuser@moy aware, com

|| Account is disabled

ser must change password at next logon

Member of:

add. .. l [ Remove

[ (] 4 ] [ Cancel

28



3.1.3 Selecting Users or Groups

Therefore

SAML domains can also be listed in Therefore™ under the Select Users or Groups dialog.

Fr

o

rm
Select Users or Groups X
Dornain: ’mmwmg - ]
Object type: [l.lsers and groups - ]
Display Marme Username E-rnail De: “
; Andrew lackson MOYAWARE\andre...  andrew.jackson@moyvawa. .. [
; Arthur Cutsworth MOYAWARE Varthur. ..  arkhur.cutsworth@moy aw. ..
538 Backup Operators MOYAWARE\Backy. .. Ba
555 Cert Publishers MOYAWARE\Cert P. .. Me
555 Certificate Service DCO... MOYAWARE\Certifi. .. Me
E;Crvptograp}"ﬁc Operakors  MOYAWARE\Crypto... Me
55 Customer Service MOYAWARE\Custa. .. -
4 1] (3
Select -- =
{ Cancel

3.2 Automatic Configuration

29
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3.2.1 Selecting Replication

Ensure that Replication (under Therefore™ Integrate) has been selected. Languages can also be
selected based on the user’s preferences.

® Therefore™ 2017 Client - Update 2 Setup X

Customize Installation

Select the way you want features to be installed.

Click on the icons in the tree to change the way features will be installed.

> (a~ Windows® Explorer & Installs the components

/< = Microsoft® Office needed for replicating tables
7< = Microsoft® Dynamics from external databases. See
7< ~ DocuSign® the Therefore™ system

% + eCopy® PDF Pro Offic requirements for more details.

7< = eCopy® ShareScan
/< = Kofax Capture®
(—a~ Replication

}( + SAP NetWeaver® This feature r'eqluire& 241KB
7° = Universal Connector on your hard drive.
» (= Languages =
€ >

<once [Tz ] | conl

30
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3.2.2 Connecting to Therefore™ XML Web Service

While in the Setup wizard, ensure to select the checkbox Connect to Therefore™ XML Web Service
and enter the URL in order to connect to Therefore™ Online.

® Therefore™ 2017 Client - Update 2 Setup X

Configuring Server Connection

Please configure the Therefore™ Server connection

Local Network
[ ] Directly connect to Therefore™ Server inside your LAN (via DCOM)

Server name:

Internet
[¥] Connect to Therefore™ XML Web Service

Server address: | https://<your=>.thereforeonline.com/TheXML| Advanced

(use e.g. http://machine:8000/TheXMLServer)

Multi-Tenancy

Tenant name: <Yyo l.tr:=|

< Back Cancel

This can also be set up in the Server Connection settings of the Therefore™ Solution Designer.

31



Therefore

32

Server Connection

Local Metwork
Directly connect to Therefore ™ Server inside your LAN (DCOM)

Server name:

Internet
Connect to Therefore™ XML Web Service

Service address: |
e.q.: https: f/fmachine/TheXMLServer

Clear saved logon information to stop automatic login.
Clear

Multi-Tenancy Settings

Tenant name:

IIse this configuration as default for all users on this machine

Mote: This option is only available when running as administrator.,

QK Cancel
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3.2.3

Once the setup has been completed, go to the 'Services' application on Windows and set the

Therefore™ Replication Service (from the list) to automatic.

Therefore

Setting Therefore™ Replication Service to Automatic

£ Services

File Action

View Help

e | HEcz HEI >80 p

Cosenices(ocal) [T sevicesloc
Therefore™ Replication Service MName . Description Status Startup Type Log On As o]
) i) Task Scheduler Enables a us.. Running Automatic Local Syste...
%L!:::hs:s‘::ice ?’;{TCP}IP NetBIOS Helper Provides su... Running  Manual (Trig... Local Service
{;‘,Telephuny Provides Tel... Manual Metwork 5...
&) Themes Provides us.. Running  Automatic Local Syste...
Description: . \,‘3 Therefore™ Con Provides im... Automatic Local Syste...
Creates.arld synchronizes database YTh re™ Re, Crestesand... Running Automatic te...
tables via a Therefore™ database
connection. iC): Tile Data model server Tile Serverf... Running Automatic Local Syste...
@Time Broker Coordinates... Running Manual (Trig.. Local Service
:..{'-.}‘Touch Keybeard and Hand... Enables Tou... Manual (Trig... Local Syste...
S}, Update Orchestrator Service... UsoSve Manual Local Syste...
@UPnP Device Host Allows UPn... Disabled Local Service
:;'EJ;“Usel Access Logging Service  This service... Running  Automatic (D... Local Syste...
i€ User Data Access_98cda Provides ap... Manual Local Syste...
@User Data Storage_O98cda Handles sto... Manual Local Syste...
@}‘USEI Experience Virtualizatio... Provides su... Disabled Local Syste...
8}, User Manager User Manag... Running Automatic (T.. Local Syste...
@User Profile Service This service ... Running  Automatic Local Syste...
;{,‘;‘;\ﬁﬂual Disk Provides m... Running Manual Local Syste...
&) Velume Shadew Copy Manages an... Running Manual Local Syste...
) WalletService Hosts objec... Manual Local Syste... .
Extended / Standard /
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3.2.4  Setting Security Permissions

Security permissions can then be set for the replicated user by right clicking the Therefore™ logo at
the top of the left-hand pane (and selecting 'Security").

- =

Security @

Group and usernames:

i Adrministrator (MO AW ARE)

Permissions for Administrator (MOYAWARET  Allow Dery

IJserRead ]
lserrike ] ]
Operatar ] ]
Adrniristrakor ] ]
Read permissions ] ]
Set permissions |:| |:|

Inhetit permissions From the parent object

Advanced permissions

ok ] [ Cancel

Note: It is not possible to replicate "Domain Users" and "Domain Admins" groups.
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3.2.5 Setting an Account

Return to Therefore™ Solution Designer (running as ‘Administrator’) and right-click on the
'Replication/Synchronization' option (under 'Integrations') and select Set Account.

[ meretore™ solution Designer

File Edit View Help

EEm@
© Therefore™ Mame
=iyt Design I Table Replications

@[] Repository
w1 o Keyword Dictionaries
# {=| Referenced Tables
4 Dl Cross Categary Search Ter
#-|li. Reporting
[E3) Full-Text Search
= 7 Users and Groups
& Users
£ Groups
| # Capture Client Profiles
# D Indexing Profiles
M Universal Connector Prefil
& Lg Template Profiles
o, Stamps
-7 Workflow
=g, Integrations
5 Therefore™ Portal

i* User/Group Synchronization

= Storage Secul
-3 Devices
9| 1y Storage Policies
4 {dp Retention Policies

HNUM
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3.2.6 Providing a Username and Password for Connection

Select the Provide username/password for connection option and enter details pertaining to the
user.

Set Account X

() Use Identity Federation to connect

(®) Provide username fpassword for connection

Username:

Password:

Set the account the replication service will use to connect to the
Therefore™ Server service,
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3.2.7 User/Group Synchronization

Under the Replications/Synchronization option, select User/Group Synchronization.

Therefore™ Solution Designer

i File Edit View Help
EEmO
O_Theruore‘ Name Logon Name
i Design
4[] Repository
4 Keyword Dictionaries
+1-— Referenced Tables
w5 Cross Category Search Ter
@1, Reporting
[=3] Full-Text Search
- Users and Groups
4| # Capture Client Profiles
# 5 Indexing Profiles
+- M1 Universal Connector Profil
a1 Template Profiles
iy Stamps
-y Werkdlow
g Integrations
- Therefore™ Portal
=)-® Replication/Synchronizatic
P Table Replications

4 d-j Storage Policies
4 [y Retention Policies

< )

For Help, press F1 NUM
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3.2.8 Selecting Users or Groups

In the Select Users or Groups dialog, click the Add button.

Synchronize Users/Groups

Please select all users or groups that should be synchronized to Therefore™,

Display Name Logon Name
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3.2.9 Entering Group Names

Enter the Group Names to select from the object type and location.

vvvvvvvvvvvvvvvvvvvvvvvvv

Select this object type:

Users or Groups Object Types.

From this location:

Entire Directory Locations. .

Enter the object names to select [examples):

MoyawareU sers | Check Names |
Advanced... ok || cancel |
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3.2.10 Synchronizing Users /Groups from the List

Select the Users that need to be synchronized from the displayed list in the dialog.

Synchronize Users/Groups

Please select all users or groups that should be synchronized to Therefore™.

Display Name Logon Name
Sat Users MOYAWARE \Users
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