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MANAGED SECURITY




OUR MISSION

At Canon, providing you with resources to help you secure your business is
important to us, and we're here so that you don't have to do it alone. We collaborate
with experts in cybersecurity—who we'll put you in direct contact with—that provide
the kinds of training, guidance, and consulting services to help address your

concerns and put you at ease.

CONSULTING SERVICES

Confer with expert consultants who can help you evaluate
the readiness of your organization to mitigate a data
breach. This service may be used to help you prepare

for a compliance audit, or help you get through some

of the steps that may be needed for you to qualify for a
cybersecurity insurance policy.

MANAGED VULNERABILITY SERVICES

Find out where you stand. Let our experienced
cybersecurity solutions providers scan your entire
infrastructure looking for gaps in your security posture.
Includes internal and external assessments.

PENETRATION TESTING

Very similar to a vulnerability assessment, a penetration
test can aid you in validating your host and network
configurations and provide you with a list of vulnerabilities
existing on in-scope systems. Penetration testing can

be configured to go an additional step to test and exploit
vulnerabilities which may exist in your systems with
respect to access to your email systems, firewalls,
routers, VPN tunnels, web servers, and other devices.
Features internal and external testing.

VIRTUAL CISO (VCISO)

Not every business has the budget to hire a full time Chief
Information Security Officer (CISO); however, you would

Canon

be hard-pressed to find anyone who would dispute the
critical role they play. Now you can take advantage of
having access to a virtual CISO in a way that works for you:
remote phone support, or as a retained professional who
can provide you with guidance when the need arises.

MANAGED DETECTION &
RESPONSE (MDR)

A strong Computer Security Incident Response Plan
(CSIRP) can help minimize the duration and impact of a
security breach. Canon can put you in touch with security
consultants who can offer you guidance on steps you can
take to help your organization prepare to respond quickly
and effectively to a security incident.

CANON SECURITY BUNDLE FOR MEDIUM
SIZED ENTERPRISES

A complete set of security services for small to medium
sized enterprises. Includes Account Management and
Governance, Next-gen Antivirus, Managed Detection
and Response (endpoint), Extended Detection and
Response (SIEM, SOAR, and Identity Protection), Dark
Web Monitoring, Automated Threat Response, Security
Awareness Training Program, Phishing Testing Program,
and Managed Vulnerability Services.
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