Canon

THE 5 PILLARS
OF SECURITY

Collaborate Confidently With Integrated
Data Security

Harness the powerful combination of digital rights management and data
classification for seamless, end-to-end data protection.

DATA IS EVERYWHERE—SO ARE SECURITY RISKS

The average cost of a data breach in the U.S. is $9.36 million.’
When your sensitive data travels between the cloud and
electronic devices, classification and file-level security become
a must.

Secure Your Data No Matter Where It Travels

The purpose of many security policies is to protect data inside the
firewall—but what about outside of your organization? Secure Collaboration
and Classification software helps to ensure your security policies follow
your data, all the way to the device, person, cloud, or application it travels to.

File-level Protection

Encrypts Tracks Audits Secures

What if a file falls into the wrong hands?
You can revoke access—in real time.

Classify Your Data So You Can Apply The
Appropriate Security Policy

It's hard to protect what you haven't identified or classified. Secure
Collaboration and Classification is a solution that scans files, assesses the
data sensitivity level, and applies visual labels, like confidential, restricted,
etc., and metadata to support your information security policies.

Guided: Asks user to confirm classification
recommendation
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Automated: Automatically applies the
recommended classification level

Manually: User applies the classification level
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Secure Collaboration and Classification Software
Helps Protect Your Data

A Secure Collaboration and Classification solution
helps to classify and safeguard your data, providing
integrated, end-to-end security.

Manage A File

Imagine any one of your emails, spreadsheets,
presentations, or other file types as it's
classified and secured before being shared.

First, the file goes to Classification,
where the data gets scanned and

then classified according

to your unique policies.

Confidential? Restricted? Done.

Next, the file goes to Secure u‘ﬂ‘
Collaboration, where it gets

encrypted.

You can manage the file all the

way to the device or application
it's going to.
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But what if it lands in the wrong hands?
® File access can be revoked at any time.

Get Started

A Secure Collaboration and Classification solution offers seamless,
behind-the-scenes data classification and protection—so you don't have to
change the way you work. You can use your existing storage, collaboration,
and communication tools. Learn more about how Canon U.S.A. can provide
Big Security solutions to protect your organization’s data.

Canon U.S.A. Five Pillars of Security presents a
portfolio of cybersecurity products and services
in a comprehensive way that groups solutions
@ cracrsccurty in functional areas. Cybersecurity is a key
component of our Five Pillar approach.

THE 5 PILLARS
OF SECURITY

For more information about cybersecurity and Canon U.S.A.
5 Pillars of Security contact us today or visit our
website at USA.CANON.COM/SECURITY.
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