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ROTECTING YOUR WP
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MFPs share many
of the same ®
characteristics as a
PC—and some of the
same security risks!
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Canon imageRUNNER
ADVANCE models offer
features that help -
protect the MFP from =
e

i

malware and tampering
at start-up and during
device operation.*
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Only firmware and applications :
that are digitally signed by Canon ve"fy SYStem at Startup

. Checks that the boot code, firmware, and applications
can be installed on the MFP have not been modified or tampered with.
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Prevent Execution of Malware Protection from Tampering
Uses whitelisting to help prevent execution Uses whitelisting to help prevent tampering
of unrecognized malware. McAfee Embedded Control of existing firmware and applications.

McAfee

PROTECTED

usa.canon.com/simplyadvanced

* Features highlighted in this document apply to third generation imageRUNNER ADVANCE 3rd edition models.
Available only on third generation imageRUNNER ADVANCE 3rd edition models. Requires Unified Firmware Platform v3.9. Canon products offer certain security features, yet many variables can impact the security of your
devices and data. Canon does not warrant that use of its features will prevent security issues. Nothing herein should be construed as legal or regulatory advice concerning applicable laws; customers must have their own
qualified counsel determine the feasibility of a solution as it relates to regulatory and statutory compliance. Canon and imageRUNNER are registered trademarks of Canon Inc. in the United States and may also be registered
trademarks or trademarks in other countries. McAfee and the McAfee logo are trademarks of McAfee LLC in the US and/or other countries. All other referenced product names and marks are trademarks of their perspective
owners are hereby acknowledged. Specifications and availability subject to change without notice. Certain images simulated. Not responsible for typographical errors.
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