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SIMPLIFY FEDERAL AUDITS WITH THE
SUPPORT OF A SECURE PRINT ECOSYSTEM

Tailored Solutions for Government Contractors with imageFORCE and Canon Office Cloud

Maintaining federal compliance is critical for government contractors, but vulnerable
endpoints like multifunction printers can compromise sensitive data. By pairing the
advanced hardware protection of the imageFORCE platform with the FedRAMP-certified
Class C Canon Office Cloud service, you can support a layered security strategy to help
hardens your infrastructure and simplifies rigorous compliance assessments.

WORK TO MEET STRICT GOVERNMENT REGULATIONS AND MANDATES

Solutions from Canon help provide robust security features to support your compliance efforts during your next audit.

« CMMC and NIST SP 800-171/172: The CMMC program  FIPS 140-3 Cryptography: Ensure data at rest and data
requires defense contractors to implement foundational in transit are protected. Canon imageFORCE devices
cybersecurity standards depending on data sensitivity. include standard, FIPS-validated encryption to help
For CMMC Level 2, this includes up to 110 security customers protect sensitive data and support CMMC
requirements outlined in NIST SP 800-171 R2. Solutions and NIST SP 800-171 security obligations.

from Canon help secure endpoints processing CUI to assist - HCD-PP (Common Criteria): The imageFORCE platform
in these vital self-assessments or independent audits. is designed to comply with the Hardcopy Device

+ FedRAMP (Moderate Impact Level): Canon Office Cloud Protection Profile (HCD-PP) under ISO/IEC 15408,
is a FedRAMP-certified service at the Moderate level. arigorous international standard used by the U.S.
Utilizing this standardized “do once, use many times” government for secure device procurement.
framework can save your organization significant time, - ITAR and CJIS Data Handling: The Canon Office Cloud

effort, and staffing normally required to independently

infrastructure enables eligibility for entities processing
vet cloud solutions.

heavily controlled information, such as law enforcement
data under the FBI's CJIS Policy or data subject
to International Traffic in Arms Regulations (ITAR).



CANON OFFICE CLOUD:
FEDRAMP-CERTIFIED CLOUD CONTROL AND AUDITING

The uniFLOW Online service of Canon Office Cloud helps keep printed documents out of the wrong hands.

uniFLOW Online and Granular Audit Trails

Essential for supporting compliance initiatives, uniFLOW Online
captures basic metadata associated with every print and scan
job—including the username, spool time, and page counts—along
with customer tenant activity logs, system logs, and security
alerts. This helps provide proof of oversight that security analysts
and auditors require.

GCC High Support

Scan to and print from Microsoft 365 GCC High (including
SharePoint®, OneDrive®, and Exchange®) using compatible
imageFORCE devices, supporting a wide range of file formats.

Scan to Authorized Clouds

Secure Workflows via uniFLOW Online

uniFLOW Online helps keep printed documents out of the
wrong hands by enforcing access control via authentication.
Additionally, the uniFLOW SmartClient helps keep highly
sensitive print jobs strictly on your local network rather than
sending them over the internet.

Strict U.S. Data Sovereignty

Rest assured knowing all Canon Office Cloud servers are located
within the U.S., and all system data remains strictly within U.S.
territorial boundaries.

Help securely scan documents directly to FedRAMP-authorized cloud storage services like Microsoft Teams®, OneDrive®, Exchange®,

and Google Drive.

imageFORCE:
HARDWARE DESIGNED TO SUPPORT COMPLIANCE

The imageFORCE platform represents the next phase of print innovation, designed to help safeguard
your physical endpoints against cyber threats, malware, and unauthorized tampering.

Verify System at Startup

Using the hardware as a “Root of Trust,” this feature verifies that the
boot process, operating system, and firmware have not been altered
or tampered with before the device initializes.

Trellix™ Embedded Control

Built-in dynamic whitelisting helps limit the execution of unknown
software code, actively blocking malware and to help prevent the

Real-Time SIEM Integration for Auditing

Seamlessly integrate your devices with Security Information

and Event Management (SIEM) systems using standard Syslog
protocols. Transmit real-time audit logs—including authentication
status and whitelist tampering attempts—providing your security
analysts with visibility for proof of compliance during assessments.

Security Environment Estimation

Auto-recommends security settings using machine learning
technology that analyzes the device's operating environment.

unauthorized rewriting of registered software modules.

Platform Firmware Resilience

If an unauthorized modification is detected during startup, the system can automatically attempt recovery and continue operations using
a secure backup program.
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The information herein is provided for general informational purposes only. Security services, technologies, or recommendations offered by Canon can help an organization with its security efforts; however,

no security service or technology can eliminate all risks; Canon does not guarantee complete protection against all threats or incidents nor a specific result. Results will vary based on each organization’s
environment, configurations, user behavior, and other factors. Nothing herein should be construed as legal advice or a guarantee of legal or regulatory compliance. Conditions and restrictions apply. Please check
your terms and consult your own advisors to determine the right services and technologies for your organization.

Canon and imageFORCE are registered trademarks of Canon Inc. in the United States and may also be registered trademarks or trademarks in other countries. All other referenced product names and marks are
trademarks of their respective owners. Neither Canon U.S.A., Inc. nor its agents are responsible for typographical errors or omissions. Specifications and availability subject to change without notice.
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