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1. Introduction

An essential element to an information management system is of course backup of their information.
A customer must have the assurance that their information is safe. To ensure this, a carefully
thought-out backup policy needs to be in place.

A Therefore™ document consists of meta data (internal and external index data) and the actual files
that make up the document (e.g. a spreadsheet, image or video). The meta data is stored in the
database and the files are stored in the filing system (e.g. a hard drive). So the critical elements that
need to be secured are the Therefore™ database and the files stored in Therefore™.

In order to access these documents an installation of Therefore™ Server is required to connect to the
database and retrieve the documents. The purpose of this document is to offer suggestions on the
best way to secure these critical elements, and how to restore them in the case of disaster.

Finally, this document includes instructions for setting up a Therefore™ system in a failover cluster.
Clustering offers customers protection in case a server fails or goes offline. A cluster consists of 2 or
more nodes (servers) and protects against hardware failure in the following way: When one node fails,
another one jumps in automatically to provide those services in its place with no interruption for users.
This process is called failover. Each failover server requires an additional Therefore™ license. Failover
clusters are useful for environments where high availability of the Therefore™ system is critical. More
information about clustering can also be found on Microsoft's website.


http://technet.microsoft.com/en-us/library/hh831579.aspx
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2. Therefore™ Database

When a document is saved to Therefore™ the meta data is stored to the Therefore™ database. This
includes internal data like the date and who saved it as well as the category index data that was
configured in the Therefore™ Solution Designer.

The database can be located on the same server as where Therefore™ Server is installed, or it can be
on a separate server. There is no recommendation here; the IT administrator needs to decide what is
best for his or her situation.

What is important, however, is that the database is backed-up. Therefore™ does not use an internal
mechanism for backing up the database. Database backup should be performed as per the database
manufacturer's instructions and the regularity should be decided on depending on the amount and
importance of the data being stored.

2.1 How to restore a Therefore™ database

Simply restore the database from your backup using the manufacturer's guidelines.

What can be done if there is no database backup?

In the extreme case where no backup of the database exists it could be possible to restore or partially
restore the database using the Therefore™ documents and the document information contained in
them. This is done using the Therefore™ Document Recovery Utility.
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2.2 Therefore™ Document Recovery Utility

The Therefore™ Document Recovery Utility provides the possibility to recover or partially recover
certain types of documents after the loss of a Therefore™ database, and in the event that no
database backup is available. Please read the instructions carefully before using this utility.
Therefore™ Documents are read from a directory (e.g. Buffer or Primary storage) and are extracted to
a recovery directory. Additionally, the utility creates an xml file and folder for each Therefore™
category. These files are then used to import the documents into the new Therefore™ system via the
Therefore™ Document Loader.

e This utility should not be seen as an alternative to backing up your Therefore™
Z- 4  system.
e This utility cannot recover all types of documents/information and should only be used in the
event of a hard drive crash with no database backup.
e Content files and Therefore™ categories belonging to cases are not supported.

The recommended procedure is:

1. Start the Therefore™ Document Recovery Utility from a PC which has access to the directory
containing the Therefore™ documents.

2. Click Browse to choose the Import Directory (note: subdirectories are included). Then choose
the Recovery Directory (an empty folder where the documents will be recovered to). Click Start
to begin the process.

-

g5 Therefore™ Document Recovery l = | (=] |_i:hr

Import Directory E:“Buffer | Browse... |
Recoveny Directory E-\Recover

Documents per File 0

Start

3. The two-step process will start and progress will be shown.

' T

Recover Progress
— i

Recoverng Document 2130413323
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4. Once done, a recovery report will be shown. Clicking OK closes the utility.

Therefore™ Document Recovery &J

i 0 ) 13323 of 13323 documents have been recovered.
\ J All 29 empty documents have been ignored.
All 215 Celd decuments have been ignored.

oK

If any documents cannot be recovered, a "log.txt" file is created, in the Recovery Directory,
with details of all problems.

All deleted documents will be recovered and restored.

Manual document links cannot be recovered.

The documents in the Import directory are not affected in any way.

5. In your new Therefore™ system, recreate the categories for all documents.

6. Create a Therefore™ Document Loader profile for each category.

Zl Therefore™ Content Connector files
CIAY
e Do not import these files (by default the xml file in English systems is called "Spoolfiles.xml");
these can be restored by processing them with the Therefore™ Content Connector.

e Therefore™ Content Connector documents do not exist on the buffer as ".thex" files;
hence, they are not included in the recovery process. Instead, they are a part of a file and
can be recovered by processing with the Therefore™ Content Connector. However,
Therefore™ Content Connector documents that have been changed (e.g. annotations,
changing index data) are stored as ".thex" files on the buffer. But, the Document Recovery
Utility will not process them, because the Therefore™ Document Loader cannot import them
correctly. So any such changes will be lost and need to be redone after reprocessing the
documents.

7. Use the Therefore™ Document Loader to import all the documents into Therefore™.

| Document versions are not recognized by the Document Recovery Utility. However, there is a

Z- % workaround if a unique field exists in the category. This field can then be used in Therefore™
Document Loader to create new versions (see Document Loader manual). Note: if the unique
field value has changed from one version to another, or the document was moved to another
category, Document Loader is not able to recognize that it is a new version of the document.
In addition this workaround does not work in an Enterprise system (multiple Therefore™
Servers) due to issues with unique numbering.
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3. Therefore™ Files

When a document is first saved to Therefore™ the actual files are stored in the Buffer folder. The
location of this folder can be chosen by the administrator. We then recommend the following to ensure

that these files are secure.

Primary Storage
We recommend that a Storage policy be created in Therefore™ that continually monitors this folder

and moves the files to a Primary Storage location.

Backup Storage
In addition we recommend setting up a backup storage policy that copies the documents to a Backup

Storage location that is located in a different place to the Primary Storage. The migration to Backup
Storage can also be continuous, but since files are not deleted from the Buffer folder until the Backup
migration is complete, we recommend doing this overnight so as to not affect system performance

unnecessarily.

AR

SRV ARVANRRLL

Theretere

Primary Storage

s
0
E
=" Backup Storage

Recommended backup policy for files in Therefore™
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There are of course other ways of backing up the files, but we recommend the scenario above.
Therefore™ verification tools enable administrators to ensure that all documents are accessible

~ on primary and backup media. In the case of the primary storage location being corrupted or
destroyed (e.g. disk crash), it can be repaired or replaced using the backup location. In addition,
Therefore™ supports NetApp® SnapLock® which allows WORM storage.

3.1 What happens if my Primary Storage fails?

The Therefore™ Console allows the automatic recovery of primary storage from a backup storage and
similarly backup storage can be restored from the primary storage. This is done in the Therefore™
Console. The first step is to check the damaged media and verify which documents are faulty.

1. Click Verify and then Documents... The following dialog will be displayed. Select the media to
check and check the mark suspect documents as faulty. Click OK to start. If any faulty
documents are found, these will be displayed and also marked as such in the database, otherwise
a dialog will appear stating that no faulty documents were found. In addition a log file containing
the faulty documents will be created and saved to the C:\Program Files\Therefore folder.

e

-

Werify documents on end media

&l volumes! |

Cancel |
<Buffer = I
Primary ,FIN Help
Prirnary HR
Primary LG
File ID From 1 pg 1999999995

werify Faulty documents only
rark suspect documents as Faulty

Logfile  Log.log
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2. The second step is to repair the faulty documents from a complete media. Click Verify and then
Repair. Select the media to be repaired. Once selected a list of media where a copy of the
documents exists will be displayed. Select the media to repair from. Next select the option repair
faulty documents (according to database). Click OK to start the repair sequence. All
documents that should be repaired will be copied from the good media to the buffer. Later on,
during regular migration they will be moved from the buffer to a new end media.

-

Repair damaged disks or documents

repair dish: repair from disks: 0

«Buffer:

Primary Storage. FIN
Primary Storage HR
Primary Storage. LG Help

Cancel

ik g

() repair all documents

@) repair faulty documents (acconding to database)

[]include deleted documents in repair operation

3. Once migration is complete, perform a new verification to ensure that all documents are now
restored.

In the case where only a primary backup is available together with an external backup, then a
damaged primary must be restored from an external backup. Where the possibility exists to just
restore individual documents, then only the faulty documents as detailed in the log file should be
replaced.
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4. Therefore™ Server

To restore the Therefore™ Server installation a backup of the installation is not essential since

reinstalling Therefore™ and referencing the existing Therefore™ database will suffice for a full
recovery.

e If a backup of the installation is still wanted the C:\Program Files\Therefore and all its
contents should be backed up. In addition the Windows® registry should be backed up and in
particular HKLM\Software\Therefore.

e If any manual changes were made to the registry then we recommend backing this up. In
addition if any Therefore™ Document Loader profiles were created then these are saved to the
registry (if they are created on a client then the client registry needs to be backed up.

4.1 How to restore a Therefore™ Server

A Therefore™ Server can be stored as follows:

1. Make sure that the connection to a Therefore™ database is working.

2. Re-install the Therefore™ Server software. The license can be obtained from the existing database
which also contains the previous installation path settings and will restore these automatically. In
addition the registry settings will be automatically created. If the registry was customized in the
original installation, then this will need to be done again, as these settings are not contained in the
database. The configuration data is essentially stored in the database and so no additional recover
of configuration data is required.
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5. Testing
5.1 Installation

After restoring the installation the Therefore™ services and applications should be tested. It is
recommended that the Event Log entries be analyzed after starting the Therefore™ services. Once
the services have been successfully started test the Therefore™ appications in particular searching
for and displaying documents.

5.2 Client communication

The communication between server and clients should be tested to ensure that the DCOM or
HTTP/HTTPS communication is working correctly.

5.3 Document Storage

1. Use the Therefore™ Console to verify all documents in the Buffer as well as on the storage
devices.

2. Save some sample documents to Therefore™ and then migrate them to the Primary and Backup
storage. After migration use the Therefore™ Console to verify all stored documents.
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6. Failover Clusters

The following tutorials explain how to set up a Therefore™ Server on a failover cluster with two nodes.
There are tutorials for both Windows Server 2008 R2 and Windows Server 2012 R2. Refer to the
Installation Guide for a list of all supported server operating systems. The Therefore™ Server

installation process (on a failover cluster with two nodes) in Windows Server 2016 is the same as in
Windows Server 2012 R2.

Failover clusters are useful for environments where high availability of the Therefore™ system is
critical.

Requirements:

e A Windows cluster with at least two nodes

e A Therefore™ license (without a system PIN check) with at least two server licenses

e The following folders must be placed either on the quorum disk or on a network share:
o Buffer

e Cache

e Fulltext

e Preview (default location C:\ProgrambData\T herefore\Cache\Preview)

e (Optional) WebCache (default location: C:\Program Files\Therefore\WebCache)
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6.1 Windows Server 2008 R2

6.1.1 Therefore™ Server installation - Node 1

1. Run the Therefore™ Setup as usual. For more information, see the Installation Guide.

2. In the folder configuration dialogs of the Therefore™ Configuration Wizard, it is recommended to
put the Therefore™ folders on the quorum disk or a network share.

# Therefore™ Configuration Wizard =10 =|

Therefore™ Storage Configuration
Configure Therefore™ working directories.

Directory for storing new Therefore™ documents:

Buffer directory: IC:\FrugramData\Therefure‘\EuFfer Browse... |

Full-Text

Security
Directory for storing temporary Therefore™ documents and other files:

Cache directory: |C:\ngramData\Therefure‘\Cache Browse... |

Services

Updates

Finalize

Back |[ Wet | Fnish Cancel

# Therefore™ Configuration Wizard =10 =|

Therefore™ Full-Text Configuration
Configure Therefore™ Full-Text folder and noise-words language.

Welcome

Activation

Database [ Enable full-text search for this server

Storan Full-text catalog language: I English j

Full-Text
Therefore™ will use this directory for saving the full-text index:

Full-text catalog directory: IC:\ngramData\Tharefore\FuIIte)ct Browse... |

Updates

Finalize

Back I Next Finish Cancel

14
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The Preview folder can also placed on the quorum disk or a network share. This can be configured
under the advanced settings in the Therefore™ Solution Designer.

X

General I Database I Cache | Permission Sets I Server Logging I
Web Server Settings I XML Web Service Advanced

5

-2

General -
Folders

Security

= Preview

Enable Previews True

Mo Preview for Extensions exe; dl

Preview Cache C:\ProgramDataiTherefore\Cache\Pre:
Preview Cleanup Time 1000

Preview Service End Time 420
Preview Service Start Time 1080
Size of Preview-Thumbnails 256

Database

Cache

Logfile

XML Web Service

SMTP -

Preview Cache
Cache folder for preview images of document.

[ Display only changed settings

QK I Cancel Help

15
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3. Once the setup is finished, open the Therefore™ Solution Designer and add the second Therefore™
Server.

lS| Therefore™ Solution Designer (= 1 >4

I File Edit View Help

Mame | 1D
\as Therefore Server 1

EIH Add server

{1 Categaries

4 Keyword Dictionaries \
Referenced Tables

m Cross Category Search Temp

&7 Full-Text Search

ir; Users and Groups

g Capture Client Profiles

Sery . Therefore Server 2

Indexing Profiles & name: I MName of second
#01 Universal Connector Profiles Therefore™ Server
[ Tempiate Profiles Computer name: | CLUSTERNODE? -

B Stamps ;
=-£¥ Workflow Domain: | conToso -

gy Integrations

-4 Teble Replcations Site: [ cLusTERNODE2 _
EIT’ Storage
@ Devices oK I Cancel | Help |

: TF| Storage Policies
[ pggl| Retention Policies

Server Properties . x| J Any name ]

1 |

For Help, press F1 NUM

16
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4. Define security for the new server and distribute license points. Move one server license to the
second server. Note that this is only temporary.

{S| Therefore™ Solution Designer tS| Therefore™ Solution Designer
! File Edit View Help ! File Edit View Help
o Therefore™
=i Server = License...
M Therefore Server .
Doodusr
i ST—— Settings..
EIM_ [ settings... =k Export...
"'- Remove Server Security Report...
- Properties Security...
--E Security... ip @ Cross Cakegory Search Temp
e 7] Full-Text search
.:. IUsers and Groups 1:‘. IUsers and Groups
- Capture Client Profiles - Capture Client Profiles
[+ Document Loader Profiles [+ Document Loader Profiles
-0 Universal Connector Profiles #1401 Universal Connector Profiles

6.1.2 Therefore™ Server installation - Node 2

1. Force failover by starting the cluster service on the second cluster node (if it's not running) and
stopping the cluster service on the first cluster node.

% Failover Cluster Manager
File  Action Miew Help

e Al sl
_% Failover Cluster Manager
B -";ﬂ TheChuster bdados, com

@ Services and applications Name | —
= 5 Modes S
= CLUSTERNODEL M () Drline
=N | ISTERMNODES
. 4 Storage Pause
25 Metworks .
Cluster Events

Services and applications

Showe the critical events Faor this cluster node

Maore Actions... Stark Clusker Service

Skop Cluster Service

Refresh

Ewick

Help .

17
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2. Run the Therefore™ Setup as usual. In the licensing dialog of the Configuration Wizard, choose the
option to load the Therefore™ license from the Therefore™ database.

3. In the folder configuration dialogs of the Therefore™ Configuration Wizard, it is recommended to
place the Therefore™ folders on the quorum disk or a network share.

6.1.3 Configuring the Therefore™ system for clustering

1. After Therefore™ has been successfully installed on both cluster nodes, open the Solution Designer
on any Therefore™ Server and remove the second Therefore™ Server.

E: Therefore™ Solution Designer

! File Edit View Help

o Therefore™
=-fa Server
sl Therefore Server

Security...

EI}:‘_' settings...
Eemove Server
-
o Properties
-4 M

1:‘; Ilsers and Groups

- Capture Client Profiles
@ Docurnent Loader Profiles
[+-40¢ Universal Connector Profiles




2. Rename the first Therefore™ Server.

Ei Therefore™ Solution Designer

! File Edit View Help

| B @ -
O Therefore™

=i Server

EI:}‘_’ settings...
..
..
- Properties
" Security... FMH

et
1:"; Users and Groups

L'i Capture Client Profiles
@ Cocurnent Loader Profiles
4@ Universal Connector Profiles

Server Properties

Therefore

Leave unchanged

SErVEr Name:! I Therefore Server

Cluster name

U U u u

Camputer name: I TheCluster
[ Current domain
Domain: | COMTOS0] ‘—,.lal
r
Any name
Site: | CLUSTERNODED g e >
Ok I Cancel | Help |

The cluster name can be seen in the Failover Cluster Manager console:

BE Failover Cluster Manager

File

Action  Miew  Help

@IIE

=1 Modes
L Storage

3 Netwarks
Cluster Events
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3. Add the cluster name to the registry on both cluster nodes.

&' Registry Editor
File Edit Wiew Favorites Help
| Classes :I Marme Twpe | Diata
- . Clients -'“ﬂl{DeFauIt]l REG_57 (walue not sek)
(- | Description ) CacheLastAge REG_DWORD 00000050 (1440)
(- Microsoft 24 DEBrand REG_DWORD 000000001 {13
G- [ QDBC ab| DEMame REG_57 thesqlf Therefore
y Palicies ‘ClusterMame REG_SZ TheClusker
o L Registeredapplicatic
= | Therefore
| Info
- | SErver
) WMware, Inc,
H- | Wowed3zNode
[+~ . SYSTEM
[+ . HEEY_LSERS
- | HKEY_CURRENT_CONFIG —
1] | > |4 | na
|C|:|m|:uuter'l,HKEY_LOCF'.L_MF'.CHINE'I,SDFT'-.-'-.-'F'.RE'l,ThereFu:ure'l,Server i

6.1.4 Adding the Therefore™ Server Application to the cluster

1. Expand the cluster in the Failover Cluster Manager console.
applications and select Configure a Service or Application.

% Failover Cluster Manager

File  Action “iew Help

Right-click on Services and

&= | 7m -
% Failover Clusker Manager

= f';J TheCluster bdados. com
Services and applications

= Configure a Service or Application. .. I-
Wirtual Machines. .. »
i Mare Actions. .. L4
=
View L4
Refresh
% Help
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2. Choose Other Server.

5 High Availability Wizard

= Select Service or Application
Jri

Before v'ou Eegin Select the zervice or application that you want to configure for high availabiliby;

Ellert Aeress B |=] Genernic Script ;I Description;
Eelect Storage o Generic Service Provides a client access paint and
g € Internet Storage Mame Service [[SMS) Server starage only. Add an application after
Confirmation & Message Dueuing completing the wizard,
Configure High L Other Server
Availhility = Print Server

‘B Remate Deskiop Connection Broker
= Virtual Machine
Hat WINS Server

Summary

bore about zervices and applications you can configure for high awvailabiliby

< Previous | Mewt = I Cancel
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3. Define any application name (in this example we're using TheServer) and finalize the application
creation.

5 High Availability Wizard

1= Client Access Point

e
Before “ou Begin Type the name that clisnts will use when accessing this service or application:
Select Service or
&pplication M ame: ITheS ervel
Ore or more DHCP 1Pw4 addrezses were configured automatically. Al networks were configured

Client .

automatically.
Select Storage

Confirmation

Configure High
Bvailability

Summary

bore_about how clients access a clustered service or application

< Previous | Mewt = I Cancel

It is not necessary to define storage or the IP address for the application in this wizard. This can
be done later.
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4. Highlight the newly created resource and ensure the IP address items has the status Offline. If it's
not, check if the item has a valid IP address (open its Properties).

B Failover Cluster Manager M=l E3

File  Action  Wew Help

as|nm HE

= Failower Cluster Manager Alerts: 1 faled rezourcels] :I
= J;J TheCluster. bdados.com Preferred Owners: <nones
= [55 Services and applications | Current Owner: CLUSTERNODEZ
Theserver
[ (51 Modes
Th CLUSTERMODE!
5 CLUSTERMODEZ e | Status
= Server Name
. Jtorage
I 15 Networks =1 1% Name: TheServer (8) Difiine
;? ok _:_]"' IP &ddress: Address on LAN -gi‘_n Failed
& Hearbeat o

&3 Lan -
Clusker Events ‘| | hl

23
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5. After the configuration is done, right-click the TheServer resource and choose Bring this
resource online. If everything is configured properly, the status of both items (TheServer and IP
Address) will change to Online.

6. Make sure that both cluster nodes are configured to own the resource, as per the screenshots
below.

B Failover Cluster Manager

File  Action Wiew Help
TEEIE-
f‘le F_ailover Clusker Manager
=] ‘31_1 TheClusker bdados. com Current Owner: CLUSTERMODEZ
= [ services and applications
__%‘, TheServer
=) 5 Modes W ame | Status

i CLUSTERNCDED
o CLUSTERMODEZ

Frelerred Uwners: <none>

Server Name

o Storage = o  Th a Bring this resource online I
3 Metworks ;‘IL IF Addiess: 104310 Take this resource offline
Cluster Events
Other Resources Show the critical events For this resource

_F Therefore™ Conversion Show Dependency Repart

& Therefore™ Full-Test Ini

Mare &ctions. .. 4

& Therefore™ Server Ser
;& Therefore™ Web Servic Delete

Opens the properties dialog box Far the current selection.

Mame: TheServer Properties E

| Generall Dependencies | Policiez  #dvanced Policies |
Clear the check box if you do not want & node to host this rezource or this
cluztered instance.
Possible Owners:

o CLUSTERMODE?
5| CLUSTERMODEZ

i~ Basic resource health check interval

& Use standard time period for the resource type
= Use this ime period [mm:ss): IDD:DE 3:

r— Thorough resource health check interval

& Use standard time period for the resource type

" Use this ime period [mm:ss): IU1ZDD 3:

r Bun thiz resource in a separate Resource b onitor

Choose this option if the aszociated rezource type DLL needs to be
debugged or iz likely ta conflict with other rezource type DLL:.

Ok I Cancel Apply
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6.1.5 Adding Therefore™ services to the application

1. Right-click on the TheServer application. Expand Add a resource and choose 4 - Generic
Service.

% Failover Cluster Manager
File  Ackion Miew Help
e A A e |
-_3=2§ F_ailu:uver Clusker Manager
= "'_:..ﬂ TheCluster,bdados,com
=] ﬁ Services and applications FI Summary of TheServer

i | rheeryer |

= _.:ﬁ Mod|  Bring Ehis service or application online

i‘,;. Take this service or application offline
) ﬂ Mawe this service or application to another node
u Skar
= 53 MNeh,  Manage shares and storage ERWODET; CLUSTERMNODEZ
'.it:' Add a shared Folder MNODE2

Shiowe the critical events Faor this application

&dd storage I Status
&dd a resource 1 - Client Access Poink

2 - Genetic Application

3 - Generic Scripk

Enable auto skark

Show Dependency Report: 4 - Generic Service

Mare resources, . L4
Wiew L
Delete fvice @ Orlir
Rename N Service @ Crlir
Refresh ndexing Service @ Orilir
Propetties
Help

25
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2. Start by adding the Therefore™ Server Service.

o Select Service

.v—i

Select the zervice you want bo uze from the lizt:

Confirmatior

Configure Generic Name | Description |i|

S emnvice Taszk Scheduler Enables a user to configure and zchedule autam...

ST TCPAP MetBIOS Helper Provides support for the MetBIOS aver TCPAP [...
Telephary Provides Telephony AP [TAPI] support for progr..
Therefore™ Conversion Service Provides image conversion services for the Ther...
Therefore™ Full-Test Indexing Service |ndexes Therefore™ documents For full-test sear. .

Therefore™ Serve vice Perfarms the main operations far the Therefare™. ..
Therefore™ Web Service Establishes a commurnication channel between .. |
Therefore™ #kL Web Service Enables a connection between the Therefore(T ...
Thread Ordering Server Provides ordered execution for a group of thread...
TPt Baze Services Enables access to the Trusted Platform Module ... LI

Mest » I Canicel
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3. Configure the dependencies for the Therefore™ Server Service. Go to Properties and configure
the Therefore™ Server Service to be dependent on the TheServer resource.

Therefore™ Server Service Properties |

Advanced Policies I Reqiztiy Replication

General Dependencies Folicies

Specify the rezources that must be brought anline befare thiz rezounce can
be brought online:

AND/OR | Resource
IName: TheServer j
#* |Click here to add a dependency

-

Izt Delete

Mame: TheServer

How rezource dependencies wark,

| k. I Cancel Spply

27
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4. Add the remaining Therefore™ services in the same manner and configure them to be dependent
on the Therefore™ Server Service.

Therefore™ Full-Text Indexing Service Properties

Advanced Policies I Reqiztiy Replication

General Dependencies Folicies

Specify the rezources that must be brought anline befare thiz rezounce can
be brought online:

AMDAOR Resource

-

Therefore™ Server Service

#* |Click here to add a dependency

Izt Delete

Therefore™ Server Service

How rezource dependencies wark,

| k. I Cancel Spply




Therefore

5. Once done, your configuration should look similar to the screenshot below.

BE Failover Cluster Manager _ O] =]

File  Action  YWew Help

as | 7z H=

&5 Failover Cluster Manager s a]
= "'QJ TheCluster. bdados. cam _
= ﬁ Services and applications Status: Online Auto
ﬁ ThesServer Alerts: <none:
jﬂ Modes Preferred Owners: <none:
w Skorage

= Current Owner: CLUSTERMODEZ
25 Mebworks
Cluster Events

M ame | Statuz
Server Hame

- o H
& Mame: TheServer (#) Online

Other Resources

F Therefare™ Server Service I./_‘i*;,'l Orline
CF Therefore™ Full-Test Indexing Service (%) Orline
L Therefore™ Conversion Service l./_'i;,'l Ornlire
CF Therefore™ 'Web Service I./_‘i*;} Orlire
F Therefore™ =ML \Web Service I./_‘i*;,'l Orline

4 | LIL

6. If configured properly, the Therefore™ servuces startup type will be automatically change to
Manual on both cluster nodes.

Ck Therefore™ Conversian Service Provides im... Marual
{EhTherefore™ Ful-Text Indexing Service  Indexes Th... Manual
{EhTherefore™ Server Service Performs ... Manual
Lh Therefore™ 'Web Service Establishes... Marual
L Therefore™ =ML Web Service Enables ac... Manual

Screenshot from the Windows Services console.
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6.1.6 Configuring client connections

Configure Therefore™ clients to connect to the cluster name or IP address of the cluster.

% Failover Cluster Manager

File  Action Mjew Help
&= |
ver Cluster Manager
= ‘:an ThecCluster. contoso. com
=7 Services and applications
_:_ﬁ Modes
L Shorage

55 Mebworks
4| Cluster Events
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6.2 Windows Server 2012 R2

6.2.1 Therefore™ Server installation - Node 1

1. Run the Therefore™ Setup as usual. For more information, see the Installation Guide.

2. In the folder configuration dialogs of the Therefore™ Configuration Wizard, it is recommended to
put the Therefore™ folders on the quorum disk or a network share.

# Therefore™ Configuration Wizard =10 =|

Therefore™ Storage Configuration
Configure Therefore™ working directories.

Directory for storing new Therefore™ documents:

Buffer directory: IC:\FrugramData\Therefure‘\EuFfer Browse... |

Full-Text

Security
Directory for storing temporary Therefore™ documents and other files:

Cache directory: |C:\ngramData\Therefure‘\Cache Browse... |

Services

Updates

Finalize

Back |[ Wet | Fnish Cancel

# Therefore™ Configuration Wizard =10 =|

Therefore™ Full-Text Configuration
Configure Therefore™ Full-Text folder and noise-words language.

Welcome

Activation

Database [ Enable full-text search for this server

Storan Full-text catalog language: I English j

Full-Text
Therefore™ will use this directory for saving the full-text index:

Full-text catalog directory: IC:\ngramData\Tharefore\FuIIte)ct Browse... |

Updates

Finalize

Back I Next Finish Cancel
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The Preview folder can also be placed on the quorum disk or a network share. This can be configured
under the advanced settings in the Therefore™ Solution Designer.

X

General I Database I Cache | Permission Sets I Server Logging I
Web Server Settings I XML Web Service Advanced

5

-2

General -
Folders

Security

= Preview

Enable Previews True

Mo Preview for Extensions exe; dl

Preview Cache C:\ProgramDataiTherefore\Cache\Pre:
Preview Cleanup Time 1000

Preview Service End Time 420
Preview Service Start Time 1080
Size of Preview-Thumbnails 256

Database

Cache

Logfile

XML Web Service

SMTP -

Preview Cache
Cache folder for preview images of document.

[ Display only changed settings

QK I Cancel Help
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3. Once the setup is finished, open the Therefore™ Solution Designer and add the second Therefore™
Server.

Any name |

: File Edit View Help
IR @ .

o Therefore™ Computer name: | CLUSTERMODEZ
- e

= M Dresi Add =erver
- Categories

Eﬂ Keyword Dictionaries

Server name: | Therefore Server 2 |

Mame of second
Therefore server

Current domain |

|
|
I

| cLusTERnoDE] |

| )

|| canced || reb

Any name |

¢ File Edit View Help
BES @ .

o Therefore™
El- Server License...
- Therefore Server Settings...
EIM Settings... Export...
" Remove Server Security Report...
P rt Security...
B roperties | Ty
- Security... a Cross Category Search Ter
-l Reporting #-ll1a Reporting
-.[A7] Full-Text Search .[K3] Full-Text Search
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6.2.2 Therefore™ Server installation - Node 2

1. Force failover by starting the cluster service on the second cluster node (if it's not running) and
stopping the cluster service on the first cluster node.

= Failover Cluster Manager

File Action View Help

= 2=

-% Failover Cluster Manager | JYRSPeSE)Y Actions

‘“ﬁ%i'f“e“d“”“ Nodes
T oles

:ﬁ Modes MName Status .ﬁb Adc
4 |y Storage 2, VIEIDEVCLNG™C Y
23 i - 3
&4 Disks = VIEIDEVCLNG | Pause
£ Pools Resume ]

_fiﬂ Metwarks

Cluster Events Remote Desktop

NTormamnon Letails

Show Cnitical Events

| ) | X | e i

@ S L e | Maore Actions L |
FE
|ﬁ Stop Cluster Service | &7
i @ Infc
_ﬁ- Ewict o o

2. Run the Therefore™ Setup as usual. In the licensing dialog of the Configuration Wizard, choose the
option to load the Therefore™ license from the Therefore™ database.

3. In the folder configuration dialogs of the Therefore™ Configuration Wizard, it is recommended to
place the Therefore™ folders on the quorum disk or a network share.
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6.2.3 Configuring the Therefore™ system for clustering

1. After Therefore™ has been successfully installed on both cluster nodes, open the Solution Designer
on any Therefore™ Server and remove the second Therefore™ Server.

¢ File Edit View Help

EEE O -
o Therefore™

2888 Server
LM Therefore Server

[—]M Settings...
- Remowve Server
Properties

- Security...

1. Reporting
i-[F7] Full-Text Search

[
-

2. Rename the first Therefore™ Server.

| Leave unchanged |

¢ File Edit View Help

Server name: | Therefore Server
FEEO hd | Cluster name |
Therefore™ Computer name: | ThesServer

E|- SErVEr

Domain: | CONTOSO

< Leave unchanged
Settings... | s |

Site: | CONTOSONODE 1|

Rermowve Server
Properties || Cancel || Help | Leave unchanged |

Security.. -

{l1a Reporting

[K7] Full-Text Search
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(I

File  Action
| 7

E Failower Cluster Manager
4 ﬁ TheCluster

View Help

Roles (1)

% Roles
g Modes MName Status

b [y Storage % TheServer @ Running
% Metwarks

Cluster Events

3. Add the cluster name to the registry on both cluster nodes.

File Edit View Favorites Help
[:>_L| ODEC A || Name Type Data

by Policies ab| (Default) REG_SZ fvalue not set)
- . RegisteredApplicatic %) CachelastAge REG_DWORD 0x000005a0 (1440)

4 .Ll Therefore Clusterbame REG_SZ TheServer

s DBBrand REG_DWORD < AReDODOO00T (1)
ab|BMame REG_SZ Therefore
2% LogLevel REG_DWORD 0x00000001 (1)

- . Wowb432Node Cluster name |
b _h SYSTEM | |
] [ =] |[<] |

Computer\ HKEY_LOCAL_MACHINE\SOFTWARE\Therefore\Server
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6.2.4 Adding the Therefore™ Server Application to the cluster

1. Expand the cluster in the Failover Cluster Manger console, right-click on Roles and choose
Configure Role...

File Action View Help

= 2@

ﬁ Failover Cluster Manager Roles (0)
A ﬁ TheCluster.ados.net
E Roles
& NDdE| Configure Role...
b [} Stora . .
k
% Netw Virtual Machines
Clust Create Empty Role
View r
Refresh
Help

2. Choose Other Server.

mﬂehctﬂnle

Before You Begin
Select Role

Select the role that you want to configure for high availabilty:

.} Genenc Service

5 HyperV Replica Broker

>iSCSI Target Server

LEiSNS Server

& Message Queving
Cither Sarver

& Vitual Machine

B WINS Server
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@ Client Access Point

Before You Begin Type the name that clients will use when accessing this clustersd role:

Select Role - (TreSered

Client Access Paoint

loThl: MNetBIOS name is limited to 15 characters. One or more DHCP IPv4 addresses were configured
automatically. All netwarks were configured automatically.
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4. Right-click on the TheServer item and select Properties.

File Action View Help
|

E Failover Cluster Manager
A ﬁ TheCluster.ados.net

Roles (1)

8 [Popene D |

= Roles
Eg Modes MName Status Type
b % ;t:t:ifks % TheSenver ‘}% Start Role

Cluster Events s | Stop Role
@ Move 2
(%) | Change Startup Priority 3
@ Information Details...
Show Critical Events
Iﬂ Add Storage
A | Add Resource v
More Actions 3
x Remaove

— il
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5. Tick the cluster nodes that have been created for Therefore™ and click OK.

40

Select the preferred owners for this clustered role. Use the buttons
to list them in order from most preferred at the top to least preferred
at the bottom.

[+ VIEIDEVCLNODE1

[+ VIEIDEVCLNODEZ

Down

Priarity: Medium

Status: Running
Node: VIETDEVCLNODET
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6. If everything is configured properly, the status of the TheServer role will change to "Running".

Eile Action View Help

« 7@

23 Failover Cluster Manager | [FYR PRI

St el ETTR] (X R O
Roles

"5 Nodes 85 Configure Role...

a [} Storage Virtual Machine...

4 Disks
E Pools 8 Create Empty R...

:ﬁ Metworks ] View
fH] Cluster Events

IQ, Refresh
Help

| L Gkark Rala i

41



\/

Theref.o're" Failover Clusters

vvvvvvvvvvvvvvvvvvvvvvvv

6.2.5 Adding Therefore™ services to the application

1. Right-click on the TheServer role, then select Add Resource and Generic Service.

File Action WView Help

e 2 [m|

X Failover Cluster Manager
4 ﬁ TheCluster.ados.net S
7 Roles
J Nodes Name Status Tywpe Owner Node
b 4 Storage TheServer (#) Running Other VIETDEVCL
'¥ Networks #% | Start Role
El Cluster Events ;
%% | Stop Role
B | Move [
@ Change Startup Priority [
m Information Details...
{4] | Show Critical Events
% | Add Storage
% | Add Resource » Client Access Point
u More Actions L Generic Application
% | Remove Generic Script
Generic Service
Properties More Resources k
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2. Select the Therefore™ Server Service and finalize adding the service.

Select the service you want to use from the kst

Hame Description _
Task Scheduler Enables a userto configure and schedule auto...
TCP/IP NetBIOS Helper Provides support for the NetBIOS over TCPAP ..
Telephomy Provides Telephomy API (TAPI) suppart for prog...
Themas Provides user expenencs thems management.

Therefore™ Conversion Service Provides image conversion services for the The...
Therefore™ Full-Test Indexing Service Processes Thenefore ™ documents for fulldesd s
Therefore™ Installer Service Updates Therefore™ software.

Therefare™ Server Service Pesforms the main operations for the Therefore.

Provides ordered execution for a group of threa...
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3. To configure the dependencies for the Therefore™ Server Service, right-click and select
Properties.

File Action View Help

&= z= =

ﬁ%lwer Cluster Manager Roles (1) Actio
A TheCluster.ados.net .
% Roles H
fﬁ Modes Status E ¢
b |4 Storage (%) Partially Run_ \
% Metworks % :
Cluster Events
]
< w ] B
d ¢
v Prefered Owne_  Any node ﬂ }

=
o
E|
i

Server Name @ t
1% Name: TheServer T
Roles =T
@ Therefore™ Server Service @_‘
@ Therefore Bring Cnline
i), Therefor{ {% | Take Offiine
(=4 Therefore & | Information Details..
Show Critical Events
Maore Actions L
x Remove
| Properties |
< m [2]

Summary | Resources
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4. Configure the Therefore™ Server Service to be dependent on the TheServer resource.

Advanced Policies | Registry Replication
General Dependencies | Policies

Specify the resources that must be brought online befare this resource can
be brought online:

AND/OR  Resource
TheServer

IP Address 10.1.1.0

Therefore™ Conversion Service
Therefore™ Full-Text Indexding Service
Therefore™ Installer Service
TheServer

Click. here ta ad

5. Add other Therefore™ services in the same manner; configure them to be dependent on the
Therefore™ Server Service.

Z e Therefore™ Conversion Service: do not configure any dependencies for this service.
= %o Do not add the Therefore™ Installer Service.
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Advanced Policies |

Registry Replication
Policies
Specify the resources that must be brought online befare this resource can
be brought online:

General | Dependencies |

ANDAOR  Resource

3 Therefore™ Server Service

Click here ta add a dependency
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6. Finally, the configuration should look similar to the screenshot below.

File Action View Help
% n(m

% Failover Cluster Manager | [J-FAPeS)
4 B TheCluster...

el
3 Roles | Roles & %

“# Nodes =0 Configure Role...

b 4 Storage _ a Virtual Machine...
53 Metworks

[4] Cluster Events

Create Empty R..
View
Refresh
Help
| TheServer =/
& Start Rele
& Stop Role
2k, Thersfore™ Full-Test Indesing Service 5 Move
5y Therefore™ Server Service % Change Startup ...
Server Name m Information Det...

" Name: TheServer {4] Show Critical Ev...
g% IP Address: 10.1.1.96

,I_'#- Add Storage
[ Add Resource

§<[ ]

IMI Rmm . M pdsra Asbinme

The Therefore™ services startup type will be automatically changed to “Manual” on both cluster
nodes:

:%Therefore"” Conversion Service Provides im.. Running Manual
i%Therefore’" Full-Text Indexing Service Processes T...  Running  Manual
3%Therefore"” Installer Service Updates Th... Manual
5§;§?}Therefore’" Server Service Performs th.. Running  Manual

Screenshot from the Windows Services console.

6.3 Windows Server 2016

The Therefore™ Server installation process (on a failover cluster with two nodes) in Windows Server
2016 is the same as in Windows Server 2012 R2.
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